> Payment Card Data Security and Transmission Policy - Temple of Unity
(Mauritius)

This policy outlines the security measures applied to protect payment card information

and ensure secure transmission of data, in accordance with Visa, Mastercard, and PCI-

DSS requirements.

1. No Storage of Card Data
Temple of Unity:
e Does not store full card numbers
e Does not store CVV/CVC codes
o Does not store card PINs or magnetic stripe data
All card transactions are handled directly by PCI-DSS compliant third-party payment
processors.

2. Secure Transmission of Payment Data
Payment card details entered by contributors are:
o Encrypted using industry-standard SSL/TLS protocols
o Transmitted directly from the contributor’s browser to the payment service
provider
o Never routed through or stored on Temple of Unity’s servers

3. Payment Service Providers
We only use payment gateways and acquiring banks that:
o Are certified as PCI-DSS compliant
o Follow Visa and Mastercard operating rules
o Apply fraud detection, monitoring, and encryption controls

4. Website Security Measures
To protect user data, we implement:
o HTTPS encryption across the website
o Access controls for administrative systems
o Regular security updates and monitoring
o Limited internal access to contribution records on a need-to-know basis

5. Fraud Monitoring & Risk Management
Transactions may be monitored for:

» Suspicious or fraudulent activity

o Compliance with AML/CFT obligations
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e Card network risk indicators

Temple of Unity reserves the right to:
e Decline transactions
o Cooperate with banks, card networks, or authorities in fraud investigations

6. Incident Response
In the event of a confirmed data security incident:
o Immediate steps will be taken to contain and mitigate risks
o Affected parties will be notified where required by law
o Relevant authorities and payment partners will be informed as necessary

7. Relationship to Other Policies
This policy must be read together with:
o Privacy Policy
o Refund, Return & Cancellation Policy
e Delivery / Fulfilment Policy
o Terms of Use

8. Contact

Email: info@templeofunity.com

Registered Address: Sri Sri Radha Golokananda Mandir, Srila Prabhupada St, Vacoas-
Phoenix

Page 2 of 2


mailto:info@templeofunity.com

